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Apstrakt  

Pravo na privatnost predstavlja jedno od osnovnih ljudskih prava pojedinca u 

izazova po pravo na privatnost jesu posebne mere tajnog prikupljanja podataka 
-

derogacija prava na privatnost jeste predmet pojedinih zakona, a posebno onih 
-

bezbednosno-
normativne odredbe kojima je regulisana kontrola posebnih mera tajnog 

okvira koji postoji u Republici Srbiji. 

 pravo na privatnost, posebne mere tajnog prikupljanja podataka, 
bezbednosno-  
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JEL: K22, K29. 

Uvod 

mehanizme putem kojih pojedinci mogu da se obrate relevantnim institucijama 

Pravo na privatnost, iako je jedno od fundamentalnih ljudskih prava, nije 

-
-

tajnog prikupljanja podataka koje akteri bezbednosno-

 

nedostatke koji postoje u trenutnim zakonskim odredbama. Na samom kraju, 

izradu rada. 

Pravo na privatnost 

Jedno od temeljnih ljudskih prava predstavlja pravo na privatnost. Pravo na 
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1966. godine, kao i Evropska konvencija o ljudskim pravima iz 1950. godine, 

 

ljudskim pravima, Evropski sud za ljudska prava je u godinama koje usledile 

bezbednost; 3) procedura za primenu mera propisuje se zakonom, a o primeni 

 

okolnosti; c) interes pojedinca da se obezbedi od neosnovane prismotre od strane 

  
 

u privatnost i pozitivnu  

i. Ujedno, treba imati u 
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vidu da se Ustavni sud u svojoj odluci 3238/1 iz 2012. godine izjasnio da pravo na 

za ljudska prava, 2023, str. 94).  

bezbednosno-

2015, str. 10). Iz tog razloga, neophodan je adekvatan normativni okvir koji 
kontrole. U 

narednom delu rada predstavljene su zakonske odredbe koje se odnose na posebne 
mere tajnog prikupljanja podataka Bezbednosno-informativne agencije, 

 

Posebne mere tajnog prikupljanja podataka 

ljudska prava i slobode pojedinca, dok u drugu grupu spadaju mere kojima se 

mere ne stoje na raspolaganju samo akterima bezbednosno-

-
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-60). Iako se za posebne postupke i mere 

koje stoje na raspolaganju organima bezbednosno-
predmet samo Zakona o Bezbednosno-informativnoj agenciji i Zakona o 

postupku.  

-informativna agencija i 
Vojnobezbednosna agencija mogu primenjivati posebne dokazne radnje. Posebne 
dokazne radnje se primenjuju prema licu za koje postoji osnov sumnje da je 

tajnost podataka. Kao posebne dokazne radnje, Zakonik navodi tajni nadzor 

policije, Bezbednosna-informativna agencija i Vojnobezbednosna agencija mogu 

-

Bezbednosno-informativne agencije, kao i Vojnobezbednosne agencije. Zakonik o 

 

Zakonom o Bezbednosno-
organizacija, kontrola i druga pitanja vezana za Bezbednosno-informativnu 

-
-

mere koje Bezbednosno-informativna agencija ima na raspolaganju su: tajni 
nadzor i snimanje komunikacije bez obzira na oblik i t
kojih se obavlja ili nadzor elektronske ili druge adrese; tajni nadzor i snimanje 

posebnih mera (Zakon o Bezbednosno-
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-informativnoj 

-informativnoj agenciji, 
-informativne agencije podnosi predlog o 

-informativna agencija ima 
 

Posebni postupci i mere za tajno prikupljanje podataka koje Vojnobezbednosna 
agencija ima na raspolaganju jesu: operativni prodor u organizacije, grupe i 
institucije; tajno pribavljanje i otkup dokumenata i predmeta; tajni uvid u 

on ovlasti i one se primenjuju dok postoje razlozi za njihovu primenu. O primeni 

raspolaganju su: tajna saradnja radi prikupljanja podataka; tajno pribavljanje i 
otkup dokumenata i predmeta; operativni prodor u organizacije, institucije i 
grupe; preduzimanje mera na prikrivanju identiteta i svojine; osnivanje pravnih 

27). Navedeni postupci i mere se preduzimaju na osnovu odluke direktora 
agencije ili lica koje on ovlasti.  

Kontrola primene posebnih mera 
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Svrha kontrole bezbednosno-
bezbednosno-

sistema (Born, 2007, p. 163). Kontrolori bezbednosno-
-

odobravanju primene posebnih mera za tajno prikupljanje podataka. Ujedno, 

-

 

Postoje dva cilja zbog kojih akteri bezbednosno-
koristiti posebne mere za tajno prikupljanje podataka kojima se zadiru u ljudska 

dokazne radnje, akter koji je sprovodio posebnu dokaznu radnju mora da dostavi i 

Bezbednosno-informativnoj agenciji i Zakonu o Vojnobezbednosnoj i 

o bezbednosno-
2015, str. 39). 

bavio odredbama Zakona o elektronskim komunikacijama na osnovu kojih su 
operateri bili u obavezi da dostavljaju podatke o elektronskim komunikacijama u 

-
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-

odredbe Zakona o Bezbednosno-informativnoj agenciji i Zakona o 

posebne mere tajnog elektronskog nadzora bez odobrenja sudske instance (Odluka 
Ustavnog suda RS, IUz -1218/2010). Rezultat ovakve odluke Ustavnog suda bila 
je kasnija modifikacija zakonske odredbe u pravcu da na predlog direktora 

o Bezbednosno informativnoj agenciji. Ranije odredbe ovog zakona nisu 

-

-informativnoj agenciji su i danas 

 

 

U Republici Srbiji, pravo na privatnost je zagarantovano Ustavom. I drugi pravni 

ere tajnog prikupljanja podataka koje stoje na 
raspolaganju akterima bezbednosno-

Bezbednosno-informativna agencija, Vojnobezbednosna agencija i policija mogu 
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na privatnost zaista bilo zagarantovano neophodno je da se mere primenjuju 

2014, str. 178). 

Zakon o Bezbednosno-
-

Bezbednosno-

pretnje se primenjuju posebne mere i uvesti obavezu da se obaveste lica koja su 

-7). U uporednoj perspektivi sa 
-informativnoj 

-

-58). Ujedno, 
 

Bezbednosno-informativna agencija ima primat u odnosu na vojne agencije i 
policiju. Stoga, neophodno je ustanoviti monitoring centar koji bi bio nezavistan 
od bezbednosno-

a jednom mestu; bezbednosno-

-
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kojima je osoba koja je predmet mera u kontaktu; za presretanje komunikacije 

2020b, str. 51-

komunikacija od strane bezbednosno-

normativnog okvira koji postoji u Republici Srbiji mogu se navesti i: postojanje 

-

 

komunikacije, vrsti komunikacije, terminalnoj opremi korisnika i njegovoj 
-

informativna agencija i Vojnobezbednosna agencija mogu se obratiti operatoru 

-

Neophodno je obezbediti pravo na privatnost pojedincima, a posebne postupke i 

pravcu, adekvatan normativni okvir je prvi korak na tom putu. 
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mere tajnog prikupljanja podataka koje stoje na raspolaganju Bezbednosno-

-

Prema Zakonu o Bezbednosno informativnoj agenciji i Zakonu o 

-informativne agencije primenu posebnih mera odobrava 

svedena na odobravanje primene posebnih mera tajnog prikupljanja podataka. 

neophodno uvesti odredbu po kojoj bi bezbednosno-

postupanja sa informacijama koje su prikupljene primenom posebnih dokaznih 

kome je posebna dokazna radnja sprovedena. Izostanak takvih odredaba u 
-

primene posebnih mera tajnog prikupljanja podataka bi pozitivno uticalo i na 
-  
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THE RIGHT TO PRIVACY AND SPECIAL MEASURES OF 
SECRET DATA COLLECTION IN THE REPUBLIC OF SERBIA 

29 30 31 

Abstract  

The right to privacy represents one of the fundamental human rights of 
individuals in a democratic society. There are numerous international and 
regional instruments that guarantee the right to privacy. States are obligated to 
ensure unhindered enjoyment of this right to their population. Today, one of the 
greatest challenges of the right to privacy is special measures of secret data 
collection available to certain actors within the security-intelligence system and 
other state actors in the performance of their duties within their jurisdiction. It 
should be noted that the right to privacy is not absolute, and the law specifies how 
it can be limited. In the Republic of Serbia, derogation of the right to privacy is 
the subject of certain laws, especially those regulating the functioning of the 
security-intelligence system. Therefore, the paper analyzes the normative 
framework regulating special measures of secret data collection available to 
various actors within the security-intelligence system. Additionally, the analysis 
will encompass the normative provisions regulating the control of special 
measures of secret data collection. The paper aims to examine the negative 
impact of the implementation of special measures on the right to privacy, as well 
as the possibility of improving the current normative framework existing in the 
Republic of Serbia. 

Keywords: right to privacy, special measures of secret data collection, security-
intelligence system, control 
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Introduction 

Enjoyment of the right to privacy must be ensured for individuals in a democratic 
society. The state should have an adequate normative framework that ensures the 
enjoyment of the right to privacy and that is meaningful and clear to every citizen. 
At the same time, the state should also provide adequate institutional mechanisms 
through which individuals can address relevant institutions if they believe that 
their right to privacy has been violated in any way. The right to privacy, although 
one of the fundamental human rights, is not absolute. It is possible to limit the 
enjoyment of this right to individuals in certain situations that should be clearly 
defined by legal provisions. The greatest challenge to the enjoyment of the right to 
privacy is represented by special measures of secret data collection that various 
state actors use when exercising their powers. Since the actors can be different, 
the names of these procedures and measures in legal solutions are also different. 
The subject of the analysis is the normative framework that regulates the 
application of special measures of secret data collection of the security and 
intelligence system of the Republic of Serbia. However, the Law on the Security 
and Information Agency and the Law on the Military Security and Military 
Intelligence Agency do not exhaust the list of procedures and measures that the 
aforementioned state actors have at their disposal, and it is therefore necessary to 
touch upon the Criminal Procedure Code. In recent years, certain provisions and 
parts of the current normative framework of the Republic of Serbia have 
undergone certain modifications in order to bring them into line with the 
Constitution. The paper seeks to examine the possibility of improving the 
normative framework regulating the regime of special measures of secret data 
collection. Therefore, the first part of the paper is dedicated to the right to privacy. 
The second part of the paper deals with specific measures of secret data collection 
that the actors of the security and intelligence system have at their disposal. The 
third part of the paper is dedicated to the control of the application of special 
measures of secret data collection, and in particular to judicial control. In the 
fourth part, possible problems that arise in the relationship between the right to 
privacy and special measures of secret data collection are presented, whereby the 
paper seeks to identify shortcomings that exist in the current legal provisions. At 
the very end, in addition to the conclusion, a list of literature and laws used in the 
preparation of the paper will be offered. 

Right to privacy 

One of the fundamental human rights is the right to privacy. The right to privacy 
does not refer to one specific right, but encompasses a wide range of rights, 

inviolability of the home, the right to respect for the inviolability of 



126 

et al., 2007, p. 203). At the international and regional level, the Universal 
Declaration of Human Rights from 1948, the Covenant on Civil and Political 
Rights from 1966, and the European Convention on Human Rights from 1950, 
guarantee the right to privacy. According to Article 8, paragraph 1 of the 

for the Protection of Human Rights and Fundamental Freedoms, 1950). Paragraph 

right except such as is in accordance with the law and is necessary in a democratic 
society in the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection of 

(European Convention on Human Rights, 1950). Although the content of 
paragraph 2 suggests that the situations in which it is possible to restrict the right 
to privacy are numerous, in practice states cannot so easily restrict the right to 
privacy of their citizens. 

In considering cases concerning violations of Article 8 of the European 
Convention on Human Rights, the European Court of Human Rights has 
established certain standards in the years that followed regarding the right to 

right to privacy must be regulated by law with sufficient clarity to be foreseeable; 
2) such cases should be regulated restrictively and primarily relate to serious 
crimes and threats to security; 3) the procedure for applying measures is 
prescribed by law, and the application of measures should be decided by a court 
or other authority based on the existence of grounds for suspicion; 4) the 
beginning and duration of the measure is determined in a decision of a court or 
other authority, which also supervises the application of the measure; 5) the 
procedure for the protection of citizens should be prescribed by law and include 
the possibility of judicial protection, and the citizen should be informed of the 
measure upon his/her request when possible; and 6) the law should provide for 

Rights is reflected precisely in the possibility that an individual can turn to the 
court and sue his/her own state if he/she believes that any of the rights guaranteed 
by the European Convention on Human Rights have been denied or violated. 

The right to privacy is not only regulated at the international and regional level, 
but is also subject to the constitutional and legal framework of states. Precisely 

decision-
being protected from the disclosure of pers
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the most common problems in the state-individual relationship today. Therefore, it 
 to refrain from 

interfering with privacy and positive  to provide protection for the privacy of the 
individual and provide a legal framework and protection from attacks by other 

of Serbia, although it does not contain a specific provision on the right to privacy, 
guarantees inviolability of the home in Article 40, secrecy of letters and other 
means of communication in Article 41, and protection of personal data in Article 
42. At the same time, it should be borne in mind that the Constitutional Court, in 
its decision 3238/1 from 2012, stated that the right to privacy is an integral part of 
constitutional law and falls under Article 23 of the Constitution, i.e. the right to 
dignity and free development of the personality (Belgrade Center for Human 
Rights, 2023, p. 94). 

An indispensable part of the right to privacy is also the right to the protection of 
personal data. In the Republic of Serbia, a law was passed in 2008, which added 
responsibilities to the Commissioner for Information of Public Importance in the 
field of personal data protection. However, due to numerous shortcomings of the 

relating to a natural person whose identity is determined or determinable, directly 
or indirectly, in particular on the basis of an identity marker, such as a name and 
identification number, location data, identifiers in electronic communications 
networks or one or more features of his or her physical, genetic, metal, economic, 

right to the protection of personal data and the right to privacy can be seriously 
threatened by special measures of secret data collection that the security and 
intelligence system has at its disposal when exercising its powers. The most 
common forms of interference with the privacy of citizens are secret surveillance 

2015, p. 10). For this reason, an adequate normative framework is necessary that 
prescribes special measures, the manner of their implementation, and especially 
their control. The following part of the paper presents legal provisions relating to 
special measures of secret data collection by the Security and Information 
Agency, the Military Security Agency and the Military Intelligence Agency. 

Special measures for secret data collection 

criminal prosecution authorities for secret data collection that exceptionally, for a 
certain period of time and without the knowledge of citizens, and based on a court 
decision and under the conditions prescribed by law, deviate from certain 

are two groups of special measures for secret data collection. The first group 
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includes measures that do not significantly violate the human rights and freedoms 
of an individual, while the second group includes measures that temporarily and 
without the knowledge of an individual violate his or her human rights and 

procedures and measures are not available only to actors in the security and 
intelligence system, but also to other state bodies such as the police, and it is 
necessary to make a distinction between them. Based on the purpose of data 
collection, all special procedures and measures are divided into two groups: 1) 
special procedures and measures aimed at conducting criminal proceedings, which 
are more closely regulated by the Criminal Procedure Code and the Police Act; 2) 
special procedures and measures aimed at preventive action to protect national 
security, which are regulated in more detail by the laws on the security and 

-60). Although different terms are 
used for special procedures and measures in different legal solutions, special 
procedures and measures available to the security and intelligence system 
authorities are not only subject to the Law on the Security and Intelligence 
Agency and the Law on the Military Security and Military Intelligence Agency, 
but also to the Criminal Procedure Code. 

Based on the Criminal Procedure Code, the Security and Intelligence Agency and 
the Military Security Agency may apply special evidentiary measures. Special 
evidentiary measures are applied to a person for whom there is a basis for 
suspicion that he has committed a criminal offense or is preparing to commit it, 
and this cannot be detected, prevented or proven in any other way or would cause 
disproportionate difficulties or great danger (Criminal Procedure Code, 2011, 
Article 161). The Code prescribes the criminal offences for which special 
evidentiary actions may be applied, the manner of handling the collected material, 
the possibility of accidental discovery, and the confidentiality of data. As special 
evidentiary actions, the Code lists secret surveillance of communications, secret 
monitoring and recording, simultaneous operations, computer search of data, 
controlled delivery, and an undercover investigator. In addition to the police, the 
Security and Information Agency and the Military Security Agency may conduct 
secret surveillance of communications, secret monitoring and recording, 
simultaneous operations, and computer search of data. Based on the text of the 
Code, controlled delivery is conducted by the police, as well as other state bodies 
designated by the public prosecutor, which leaves room for actors of the security 
and intelligence system. An undercover investigator may be an authorized person 
of the police, the Security and Information Agency, and the Military Security 
Agency. The Code of Criminal Procedure regulates in more detail each of the 
special evidentiary actions, i.e. the conditions for implementation, the instance 
issuing the order, the course of implementation, the possibility of expansion, and 
the need to submit reports and collected materials. 
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The Law on the Security and Intelligence Agency regulates in more detail the 
manner of work, organization, control and other issues related to the Security and 
Intelligence Agency. The Agency may apply operational methods, measures and 
actions, as well as appropriate operational and technical means when performing 
tasks within its jurisdiction (Law on the Security and Intelligence Agency, 2002, 
Article 9). Special measures available to the Security and Intelligence Agency are: 
secret surveillance and recording of communications regardless of the form and 
technical means through which surveillance is carried out or of electronic or other 
addresses; secret surveillance and recording of communications in public places 
and places with restricted access or on premises; statistical electronic surveillance 
of communications and information systems in order to obtain data on 
communications or the location of mobile terminal equipment used; computer 
search of already processed personal and other data and their comparison with 
data collected through the application of other special measures (Law on the 
Security and Intelligence Agency, 2002, Article 13). Special measures are applied 
when there is a reasonable suspicion that a certain person, group or organization is 
preparing or undertaking actions directed against the security of the state, which 
could not be prevented or proven in any other way or would cause 
disproportionate difficulties or great danger (Law on the Security and Information 
Agency, 2002, Article 14). When deciding on the application of special measures, 
special consideration is given to whether the same result could be achieved in a 
manner that is less restrictive of human rights, to the extent necessary to satisfy 
the purpose of the restriction in a democratic society (Law on the Security and 
Information Agency, 2002, Article 14). The Director of the Security and 
Information Agency submits a proposal, which is decided by the President of the 
High Court in Belgrade, or a judge designated by him from among the judges 
assigned to the Special Department that deals with serious criminal cases, and the 
decision must be made within 48 hours. A special measure may last three months, 
and may be extended a maximum of three times for three months. Pursuant to 
Article 15b, the Security and Intelligence Agency has the possibility of expanding 
the application of special measures. 

The special procedures and measures for secret data collection that the Military 
Security Agency has at its disposal are: operational penetration into organizations, 
groups and institutions; secret acquisition and purchase of documents and objects; 
secret inspection of data records; secret monitoring and surveillance of persons in 
open spaces and public places using technical means; secret electronic 
surveillance of telecommunications and information systems in order to collect 
retained data on telecommunications traffic, without insight into their content; 
secret recording and documentation of conversations in open and closed spaces 
using technical means; secret surveillance of the content of letters and other 
means of communication, including secret electronic surveillance of the content 
of telecommunications and information systems; secret surveillance and recording 
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of the interior of buildings, closed spaces and objects (Law on the Military 
Security and Military Intelligence Agency, 2009, Article 12). The application of 
the first four measures is decided by the director of the agency or a person 
authorized by him and they are applied as long as there are reasons for their 
application. The competent High Court shall decide on the application of the fifth 
measure within 8 hours. The Supreme Court of Cassation shall decide on the 
application of the sixth, seventh and eighth measures within 24 hours. The 
duration of the application of the other measures is six months with the possibility 
of an extension of another six months. The special procedures and measures for 
covert data collection that the Military Intelligence Agency has at its disposal are: 
covert cooperation for the purpose of collecting data; covert acquisition and 
purchase of documents and objects; operational penetration into organizations, 
institutions and groups; taking measures to conceal identity and property; 
establishing legal entities; covert use of property and services for a fee; use of 
special documents and means to protect the agency, its members, premises and 
assets. (Law on the Military Security and Military Intelligence Agency, 2009, 
Article 27). The above-mentioned procedures and measures are undertaken on the 
basis of a decision by the director of the agency or a person authorized by him.  

Control of the implementation of special measures 

The purpose of control of the security and intelligence system is to determine 
whether the security and intelligence system acts in accordance with the law, 
respecting guaranteed human rights while ensuring the greatest possible efficiency 
of the system (Born, 2007, p. 163). There are numerous controllers of the security 
and intelligence system. Control is primarily exercised by three branches of 
government. Although the security and intelligence system is part of the executive 
branch, the Government is one of the control instances. Control exercised by the 
National Assembly is manifested in several forms, with the work of the 
Committee for the Control of Security Services being the most significant. 
Judicial control is reflected in the approval of the implementation of special 
measures for secret data collection. At the same time, control is also exercised by 
independent state institutions, the most significant of which are the Protector of 
Citizens, the Commissioner for Information of Public Importance and Personal 
Data Protection, and the State Audit Institution. The control function can also be 
exercised by civil society, the public, and the media. Moreover, within the 
security and intelligence services themselves, there are also bodies responsible for 

 

There are two goals for which actors in the security and intelligence system may 
use special measures for the secret collection of data that infringe on human rights 
and freedoms. The first is the detection, investigation and documentation of 
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former is governed by the Criminal Procedure Code, in which courts have a much 
greater control function, and the latter by the Law on the BIA and the Law on the 
VBA and VOA, in which the role of the court is reduced only to granting consent 

a decision on whether the conditions for the application of certain special 
evidentiary measures have been met. During its implementation, the actor 
conducting it must submit daily reports together with the material collected. At 
the same time, after the completion of the application of the special evidentiary 
action, the actor who conducted the special evidentiary action must submit a 
special report, as well as all the collected material. On the other hand, according to 
the Law on the Security and Information Agency and the Law on the Military 
Security and Military Intelligence Agency, the data collected by applying some of 
the special measures constitute secret data. Therefore, judicial control under the 
Criminal Procedure Code includes all three phases of control, i.e. before, during 
and after the completion of the measures, and is therefore more comprehensive 
than the judicial control provided for by the laws on security and intelligence 

 

The current normative framework regulating the application of special measures 
for secret data collection in the Republic of Serbia has undergone certain 

Constitutional Court dealt with the provisions of the Law on Electronic 
Communications, based on which operators were obliged to submit data on 
electronic communications in accordance with the laws regulating criminal 
procedure, the work of the security and intelligence system and the police 
(Decision of the Constitutional Court of the RS, case no. IUz-1245/2010). Given 
that the Constitution prescribes certain restrictions on the confidentiality of letters 
and other means of communication, these restrictions cannot be subject to 
different legal solutions. The Constitutional Court concluded that such provisions 
are not in accordance with the Constitution, which is why they were later 
amended. In subsequent years, certain provisions of the Law on the Security and 
Information Agency and the Law on the Military Security and Military 
Intelligence Agency were subject to consideration by the Constitutional Court. 
Referring to the confidentiality of letters and other means of communication, and 
in this case to the right guaranteed by the Constitution itself, the Constitutional 
Court decided that it is not possible for the director of a military agency to order 
the application of a special measure of secret electronic surveillance without the 
approval of a court instance (Decision of the Constitutional Court of the Republic 
of Serbia, IUz -1218/2010). The result of this decision of the Constitutional Court 
was a later modification of the legal provision in the direction that, upon the 
proposal of the director of the Military Security Agency, secret electronic 
surveillance is approved by a higher court. In order to protect human and minority 
rights, Articles 13, 14 and 15 of the Law on the Security and Information Agency 
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were also modified. The previous provisions of this law did not provide for 
criteria on the basis of which a person to whom special measures are applied 
would be determined, it was not stated what special measures could entail and 
what they relate to, which makes the law unclear and insufficiently precise, and 
subject to arbitrary interpretation (Decision of the Constitutional Court of the RS, 
case no. IUz-252/2002). Although these articles have been modified and clarified, 
certain provisions of the Law on the Security and Information Agency are still 
subject to criticism today. The legal modifications made so far were made in order 
to protect the right to privacy of citizens when applying special measures of secret 
data collection. However, it is necessary to analyze whether the right to privacy is 
adequately guaranteed by the existing normative framework. The following part 
of the paper presents possible problems related to the application of special 
measures, as well as the need to amend certain legal solutions. 

Possible problems related to the implementation of special measures 

In the Republic of Serbia, the right to privacy is guaranteed by the Constitution. 
Other legal acts also seek to protect the right to privacy of citizens, either directly 
or indirectly. The Criminal Code of the Republic of Serbia provides for penalties 
for violating the inviolability of a dwelling (Article 139), unlawful search (Article 
140), violation of the confidentiality of letters and other mail (Article 142), 
unauthorized eavesdropping and recording (Article 143), unauthorized 
photography (Article 144), and unauthorized collection of personal data (Article 
146). Special measures of covert data collection available to actors of the security 
and intelligence system can seriously jeopardize the right to privacy. Therefore, it 
is necessary to consider how to improve the current normative framework 
regulating the application of special measures for covert data collection. The 
provisions of the law on the basis of which the Security and Information Agency, 
the Military Security Agency and the police can extend the application of 
measures to other persons and means of communication are problematic, because 
in order for the right to privacy to be truly guaranteed, it is necessary for the 
measures to be applied to a precisely defined person and to precisely defined 

future cases of secret surveillance of communication, because mechanisms for 
critical and objective distinction of unnecessary application of special evidentiary 
actions are not developed, which would be greatly contributed to by the 

 

The Law on the Security and Information Agency seems to define in a sufficiently 
clear manner the operational methods, measures, actions and operational-technical 
means that the Security and Information Agency can apply when performing its 

what "grounds for suspicion" may entail, according to whom, in which cases and 
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for which threats special measures are applied, and to introduce an obligation to 
notify persons who were subject to the measures, provide them with access to the 

2022, pp. 6-7). In a comparative perspective with the Law regulating the work of 
military agencies, the Law on the Security and Information Agency is much 
shorter and one gets the impression that there are many legal gaps in it. The 
application of special measures for secret data collection can indeed seriously 
threaten the privacy of citizens, because these measures include all "those 
methods of data collection that allow data to be collected about persons, groups 
and/or organizations that are the subject of the investigation without their 

of the security and intelligence system, all data collected through the application 

greater judicial control function as regulated by the Criminal Procedure Code. 
Special measures need to be further regulated in such a way that the legislation 
provides for penalties for their illegal and improper application and provides for a 
time limit after the expiry of which the individual would be informed that he or 

-58). At the same 
time, it is necessary to define what happens to the collected material. 

2015, p. 10). When it comes to surveillance and interception of communications 
in the Republic of Serbia, it seems that the Security and Information Agency has 
primacy over military agencies and the police. Therefore, it is necessary to 
establish a monitoring center that would be independent of the security and 
intelligence services for the following reasons: data on the implementation of 
security services measures would be located in one place; security and intelligence 
services would have equal opportunities, which would avoid a situation in which 
one service has primacy and insight into the measures of other security and 

responsibility of an independent monitoring center would be secret surveillance of 
communications and it would act as an independent mediator between the courts 

whom the person subject to the measures is in contact; it is possible to avoid 
telecommunications operators for interception of communications if mobile 
devices are used for this purpose; the possibility of engaging private actors for 
these purposes; the appointment of people loyal to the party in these positions in 
order to monitor critics of th -52). Future 
legal modifications should include the introduction of an obligation to 
continuously keep records of secret surveillance of communications by security 
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2020a, p. 8). Some of the shortcomings of the current normative framework in the 
Republic of Serbia include: the existence of other powers that are not included in 
the lists of special procedures and measures, the complexity of the legal 
framework, inconsistency in determining special procedures and measures, 
differences in procedures for court approval, insufficient regulation of supervision 

-30). It can be concluded that there is 
still room for more precise regulation of the application of special measures for 
secret data collection in the Republic of Serbia. The result of such possible future 
legal modifications would be stronger protection of the right to privacy of 
citizens. 

insight into the content of communications, and measures that collect data about 
communications without insight into the content itself (so-

Electronic Communications, is information about the source and destination of 
communication, the time of the beginning, duration and end of communication, 
the type of communication, the user's terminal equipment and its location" (Law 
on Electronic Communications, 2010, Article 129). The Security and Information 
Agency and the Military Security Agency may contact the operator to access the 
retained data. Both parties are obliged to keep records of requests for access to 
retained data during one calendar year and to submit to the Commissioner for 
Information of Public Importance and Personal Data Protection a record that must 
contain the number of requests made, the number of fulfilled requests and the time 
that has elapsed from the date the data was retained to the date access to the data 
was requested (Law on Electronic Communications, 2010, Article 130a). 
However, when it comes to retained data, the problem is manifested in the fact 
that a person will not be informed whether any of the security and intelligence 

ensure the right to privacy for individuals, and to view special procedures and 

specific situation and the general rule that state authorities have an obligation to 

this regard, an adequate normative framework is the first step on that path. 

Conclusion 

The application of special measures of secret data collection is regulated by the 
normative framework of the Republic of Serbia. Due to numerous legal gaps and 
possibilities of abuse, it is evident that there is still room for regulating their 
application in order to adequately protect the right to privacy of citizens of the 
Republic of Serbia. Special measures of secret data collection available to the 
Security Intelligence Agency and the Military Security Agency are regulated by 
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the laws regulating the work of the security intelligence system, as well as by the 
Criminal Procedure Code. These laws require certain future modifications, 
whereby the legislator can take as an example the provisions of the Criminal 
Procedure Code. According to the Law on the Security Intelligence Agency and 
the Law on the Military Security and Military Intelligence Agency, the court 
instance that approves the application of special measures differs from case to 
case. It is unclear why in the case of the Security Intelligence Agency the 
application of special measures is approved by the High Court in Belgrade, and in 
the case of the application of special measures by the Military Security Agency, 
the competent High Court or the Supreme Court of Cassation. At the same time, 
the function of the court is reduced to approving the application of special 
measures of secret data collection. Therefore, it is necessary to expand the control 
function of the judiciary to the period of application of special measures, as well 
as the period after their completion, as regulated by the Criminal Procedure Code. 
Data collected through the application of special measures should not represent 
secret data, but it is necessary to introduce a provision according to which the 
security and intelligence services would, in certain situations and after an 
adequate period of time, inform the individual who was the subject of the 
measures. The Criminal Procedure Code regulates the manner of handling 
information collected through the application of special evidentiary measures and 
leaves the possibility for the pre-trial judge to inform the person against whom the 
special evidentiary measure was carried out. The absence of such provisions in the 
current laws regulating the operation of the security and intelligence system leads 
to the conclusion that the right to privacy of each individual may be threatened. 
Despite the modifications of the legal provisions to date, their future amendment 
is necessary so that the application of special measures of secret data collection 
could not violate the right to privacy of citizens of the Republic of Serbia. 
Additional regulation of the implementation of special measures for secret data 
collection would also have a positive impact on citizens' trust in the security and 
intelligence system. 
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